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REPORTED INCIDENTS TO ICO: JULY — SEPTEMBER
2018

Awareness Training

Ransomware I
Other Cyber Incident I
Hardware/Software Misconfig ||

Unauthorised Access to Systems [}
Phishing || GG
Inadvertent Disclosure of Data |
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NUMBER OF BREACH RECORDS BY SOURCE - 2013
575,486,661

Awareness Training

79,417,159,
14%

13,351,291, 2%

152,216,222,
27%

330,501,989,
57%

m Malicious Qutsider
m Hacktivist

B Human Error
nitpsi/foreachicvelncex com/pa/Breachtever ® Malicious Insider
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NUMBER OF BREACH RECORDS BY SOURCE — 2017

Awareness Training

2,600,968,280
30,348,328, 1% 21,784, 0%
585,502,201,
23%
1,985,095,967,
76%
® Human Error m Malicious Outsider

https://breachlevelindex.com/assets/Breach-
Level-Index-Report-2017-Gemalto.pdf

®m Malicious Insider ®m Hacktivist
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75 percent of respondents will not buy
from a company, no matter how great
the products are, if they don’t trust it

to protect their data.™

Research?ce=ISM04848&ct=SWG&cmp=IBMSocial&cm=h&cr=Security&ccy=US&cm_mc_uid=917606471690153415412478&cm_
mc_sid_50200000=32023941550851170892&cm_mc_sid_52640000=72624111550851170893



Reactive,
Directional Metric Based
Compliance Exercise Annual Training Training Approach
Induction Training Phish Testing Ongoing
Situational
Training
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MIimMecast® Awareness Training

WHY ARENT EMPLOYEES ENGAGED'-’

Mmimecast 8



Risk Score

* Objective measurement of risk across
millions of data points

Identify your

e Scores both employees and the organization o
riskiest people

* Alow score means the employee is engaging in
behaviors that put the organization in grave risk and stop them

s before they
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Empowering Your Human Firewall

Amy O’Brien Kevin James Ltd Harry Snape

01268 857118
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